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ABSTRACT 

Digital Rights Management (DRM) is emerging as difficult new challenges and focuses on security like 

encryption and watermarking. This access control technology is used by hardware manufacturers, publishers, copyright 

people and individuals to limit the use of digital content. Libraries may license resources, such as images and videos which 

require a DRM system to protect the data from copying or misuse.  DRM system assist libraries in managing the services 

like copying, printing and sharing of Electronic books. 
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INTRODUCTION 

Information and communication technologies, internet and World Wide Web have transformed the information 

explosion. Now the e-publishing agencies and digital libraries face the challenge to protect the authority rights and fair use 

of the digitized reading material. The DRM is set up as system for the protection of digital works, created or designed to 

protect the unauthorized duplication and illegal distribution of copyrighted digital products.  In the internet world, it is very 

easy to copy and illegally sell a variety of marketed digital information and products. So this type of technique prevents 

users from adopting any illegal and unauthorized attempts. 

The purpose of DRM technology is to control access to, track and limit uses of digital works. These controls are 

normally imbedded in the work and accompany it when it is distributed to the consumer. DRM systems are intended to 

operate after a user has obtained access to the work. It is in this “downstream” control over consumer use of legitimately 

acquired works that DRM presents serious issues for libraries and users. DRM technology can have profound effects on a 

wide range of policy issues, including intellectual property, privacy, access to government information, and security. As a 

consequence, it will be very important for Congress to carefully consider the impacts on many different constituencies, 

including libraries. 

The DRM system is designed to ensure the harmony of the object so that the object is not interrupted before 

delivery and to ensure the security of the whole distribution chain, so that objects are transferred only to authorized 

consumers and devices. 

DRM Generally Includes the Following Steps 

• Watermarks and identifiers are used to identify the content uniquely. This identification can also be used for 

downstream tracing of the content to ensure an authorized use of the content. 

• To ensure that only consumers with appropriate keys can access the content and to ensure that the content is 

unchanged throughout the process. 
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• To manage the encryption and decryption of the content by authorized entities in the content value chain. 

• It contains usage rules to decide what conditions must be met for access and how the consumer can use the 

resource. 

IMPLEMENTATION OF DRM TECHNOLOGY 

The implementation of DRM should be done in the ground level for the maximum utilization of the resources. 

The fundamental security requirement for a DRM system is that the hardware and software used to access the protected 

data. Information is created by a provider and transmitted in a protected form to a user via some distribution channel. To 

access the data, user must obtain a license from the license issuer. Licenses are written in a machine readable rights 

expression language that sets out the terms of use of the data and the information required for accessing the protected 

content. There are a number of DRM solutions on the market. Among them Microsoft’s Windows Media Rights Manager 

(WMRM), IBM’s Electronic Media Management System (EMMS), Inter Trust’s Rights System, Real Networks’ Real 

Systems Media Commerce Suite (RMCS) are the most promising. 

TOOLS AND COMPONENTS OF DRM 

Many core technologies involve in DRM for the transaction of digital documents include: 

Watermarking 

Watermarking inserts information into content that can be used for many purposes, such as creation and 

ownership, copyright and the conditions of use. Watermarks are inserted into contents of digital file that do not affect the 

original. The original data can be extracted using watermark recognition software. Watermarks can be measured in terms 

of capacity and original signal fidelity.  

Application of Watermarking  

• Content identification and management 

• Content protection for audio and video content 

• Forensics and piracy deterrence 

• Content filtering (includes blocking and triggering of actions) 

• Communication of ownership and copyrights 

• Document and image security 

• Authentication of content and objects (includes government IDs) 

• Broadcast monitoring 

• Locating content online 

• Rich media enhancement for mobile phones 

• Audience measurement 

• Improved auditing 
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Encryption 

Encryption is based on cryptography. Encryption is the process of encoding information in such a way that only 

the person with pseudo-random encryption key can decode it. Two kinds of encryption are there. 

Symmetric Key Encryption 

In Symmetric Key Encryption, the encryption and decryption keys are the same. The communicating parties must 

have the same key before they can achieve secret communication. 

Public Key Encryption 

In public-key encryption schemes, the encryption key is published for anyone to use and encrypt messages. Only 

the receiving party has access to the decryption key that enables messages to be read 

Application of Encryption 

• To protect data in transit, for example data being transferred via networks (e.g. the Internet, e-commerce) 

• Communication through mobile telephones 

• Communication through wireless microphones 

• Wireless intercom systems 

• Bluetooth devices 

• Bank automatic teller machines 

DRM TECHNOLGY IN LIBRARY 

The principal policy issues for libraries are not derived from DRM technology, itself, but from the business 

models the content industry chooses to enforce. DRM has uses far beyond simply enforcing traditional and long-standing 

protections extant in current law. By embedding controls within the product, providers can prevent the public from use that 

is non-infringing under copyright law as well as enforce restrictions that extend far beyond those specific rights 

enumerated in the Copyright Act (or other laws). Although digital content is protected by copyright laws but policing the 

web and catching law-breakers is very difficult.  The DRM technology focuses on making it impossible to steal content.  

However, serious breaches of copyright law are there because of the ease with which digital files can be copied and 

transmitted.  

Thus, DRM changes the fundamental relationship between the creators, publishers, and users, to the detriment of 

creators, users, and the institutions that serve them. DRM, if not carefully balanced, limits the ability of libraries to serve 

the information needs of their users and their communities in several ways by: 

Eliminating the “First sale” doctrine : by limiting the secondary transfer of works to others. First sale has been 

for centuries a bedrock principle governing the balance of rights between consumers and sellers of information products. It 

is first sale that allows people to share a favorite book or CD with a friend and that creates secondary markets for works. It 

is first sale that allows libraries to loan lawfully acquired works to the public. 
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Enforcing a “Pay-per-use” model of information dissemination: That, if it becomes the dominant or even sole 

mode of access, will be contrary to the public purposes of copyright law. It should not be the business of government to 

favor or enforce any particular business model in the information marketplace, particularly one that raises major issues of 

equity and potentially severe economic consequences for public institutions. 

Enforcing time limits or other limitations of use that prevent preservation and archiving: Many market 

models of DRM distribution systems envision content that essentially disappears after a specific period of time or number 

of uses. DRM technologies can also prevent copying content into new formats. Such controls will prevent libraries, 

historical archives, museums, research institutions, and other cultural institutions from preserving and providing long-term 

access to the knowledge products of our society. From the days of the Great Library of Alexandria, society has turned to 

such institutions to preserve its cultural heritage and provide access to it. There is no evidence that alternative 

organizations currently exist or will form to play that role in the digital pay-per-use world. 

Eliminating “fair use” and other exceptions in Copyright Law that underpin education, criticism, and 

scholarship: DRM technology can prevent normal uses of works protected by copyright law, such as printing or excising 

portions for quotation. For libraries and schools to serve their educational, research, and information roles, the public must 

be able to use works in the full range of ways envisioned by the Copyright Act in its limitations and exceptions. 

Recently electronic document delivery services system libraries have adopted to deliver the documents in the 

softcopy rather than the physical copy of the same to its user.  On this system of delivery, users receive a copy of a 

required article which is being requested by him from the source, but this system is objectionable by the publisher of the 

document because when a user receives a document he is free to share it with others without any limitation.  To avoid these 

types of misuses, libraries should have to follow the DRM technologies with the following techniques. 

• Many commercially licensed resources are bundled with digital rights licenses or watermarks that may be 

imperceptible to the libraries as well as to the end users. 

• Libraries may license resources, such as images and videos, which may require a DRM system to protect the files 

from copying or misuse. 

• Digital signature or the hand-written signatures are used to regulate the access to digital content. 

• E-books in the library use DRM technology to limit copying, printing, and sharing of e-books.  E-books are 

usually limited to a certain number of reading devices and some E-publishers prevent any copying or printing. 

BENEFITS AND FUTURE OF DRM 

DRM technology can be expected to be heavily used in the future to support digital library collections, software 

development, distance education, and networking of digital things. Libraries must not be prevented by DRM from availing 

themselves of their lawful rights under national copyright law and must be able to extend their services to the digital 

environment. DRM has its advantages in the publishing world, that’s for sure. The benefits of DRM are  

• Secure E-book distribution 

• Content authenticity 

• Transaction Non-repudiation 
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• Market Participant Identification 

• Protection of digital content 

LIBRARIANS AGAINST DRM 

Librarians were somewhat disgruntled with DRM, but, unfortunately, few librarians were willing to take action to 

get DRM out of their libraries. However, a recent move by the publisher HarperCollins may have just pushed many such 

librarians over the edge by demanding a 26-checkout limit on many of their titles (i.e., a title can only be checked out 26 

times to patrons before it is removed from the library's digital collection and it needs to be re-purchased). 

One reaction to this demand of HarperCollins is a call for a Readers’ Bill of Rights, and the creation of powerful 

graphics and logos that create solidarity for Librarians Against DRM.  The Readers Bill of Rights currently makes the 

following demands for readers: 

• Ability to retain, archive and transfer purchased materials 

• Ability to create a paper copy of the item in its entirety 

• Digital Books should be in an open format (i.e. you could read on a computer, not just a book reader device) 

• Choice of hardware to access books (i.e. in 3 years when your device has broken, you can still read your book on 

other hardware) 

• Reader information will remain private (what, when and how we read will not be stored, sold or marketed) 

Readers, librarians, and authors need to make their voices heard. DRM leaves readers and librarians helpless and 

divided. If we do not ban DRM from our libraries and our lives then we can and should expect publishers such as 

HarperCollins to strangle libraries so as to gain as much of a profit as possible.  

CONCLUSIONS 

DRM is a means of delivering content. However, DRM is frequently seen only as a technical protection measure, 

i.e., technical means of enabling right holders to deliver digital content in a controlled way, preventing users from having 

access to the content unless they meet the requirements of the right holder, be it financial or preventing users from using 

the accessed content in ways other than the right holder has given permission for.  Libraries are already involved in the 

clearance and management of rights.  A properly managed introduction of DRM systems is its widest sense, could assist 

libraries in managing their services. 
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